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ABBREVIATIONS 
 

AC Audit Committee 

AO Accounting Officer (Municipal Manager) 

CAE Chief Audit Executive (Internal Auditor) 

Constitution Constitution of the Republic of South Africa, Act 106 of 1996, As adopted 
on 08 May 1996 and amended on 11 October 1996 by the Constitutional 
Assembly 

COSO Committee of Sponsoring Organisations  

ERM Enterprise Risk Management 

IAA Internal Audit Activity 

IA Internal Audit 

IIA Institute of Internal Auditors 

ISPPIA International Standards for the Professional Practice of Internal Auditing 

King II Corporate governance principles as envisaged in the King Report on 
Corporate Governance in South Africa 

MFMA Municipal Finance Management Act, No.56 of 2003 

RA Risk Assessment 

RM Risk Management 

Swartland Swartland Municipality 

TR Treasury Regulations issued in terms of the PFMA 

 



Risk Management Strategy – August 2009 Page 4 of 17 

 

 

1 INTRODUCTION 

1.1 BACKGROUND 

Public sector institutions such as municipalities are bound by constitutional mandates to 
provide products or services in the interest of the public good.  As no institution has the 
luxury of functioning in a risk-free environment, public sector institutions also encounter 
risks inherent in producing and delivering such goods and services.  Stakeholders 
understand this but expect public institutions to perform without any unnecessary 
exposure to risk.  In other words, stakeholders are averse to value erosion caused by risks 
that ought to be detected and avoided through prudent management actions. 

Risk management is a management tool that increases an institution’s prospects of 
success through getting it right the first time and minimising negative outcomes.  Value 
is maximised when institutions set clear and realistic objectives, develop appropriate 
strategies, understand the intrinsic risks associated therewith and direct resources 
towards managing such risks on the basis of cost-benefit principles. 

1.2 PURPOSE 

The Swartland Municipality Risk Management Framework represents the pre-eminent 
source of reference and guidance on risk management practices in the public sector.  The 
Framework aims to support the objectives of the Municipality through providing 
information and guidance to enable the implementation and maintenance of effective 
systems to identify and mitigate the risks that threaten the attainment of service delivery 
and other objectives, and optimise opportunities that enhance institutional performance. 

Greater emphasis has been given to simplifying the theoretical and technical aspects of 
risk management so as to aid understanding and facilitate implementation.   

1.3 LEGISLATIVE MANDATE 

The following legislative instruments provide a legal foundation for risk management 
within Municipalities: 

• The Constitution of the Republic of South Africa; 

• The Municipal Finance Management Act (Act 56 of 2003) (MFMA); 

• Municipal Structures Act (Act 117 of 1998); and 

• Municipal Systems Act (Act 32 of 2000). 

1.3.1 THE CONSTITUTION OF THE REPUBLIC OF SOUTH AFRICA  

The Constitution specifies in Section 195(1) & 2 that: 

“Democratic values and principles that include, amongst others, a high standard of 
professional ethics; efficient, economic and effective use of resources; accountability and 
transparency must govern public administration. The principles apply to administration in 
every sphere of government, organs of state, as well as public enterprises.” 

Section 215 states that National, Provincial, and Municipal budgets and budgetary 
processes must promote transparency, accountability, and the effective financial 
management of the economy, debt and public service.  



Risk Management Strategy – August 2009 Page 5 of 17 

 

1.3.2 THE MUNICIPAL FINANCE MANAGEMENT ACT (ACT 56 OF 2003) (MFMA)  

1.3.2.1 Accounting Officer / Authority 

Section 62 (1) (c) (i) of the MFMA requires that: 

The Accounting Officer of a municipality is responsible for managing the financial 
administration of the municipality, and must for this purpose take all responsible steps to 
ensure that the municipality has and maintains effective, efficient and transparent 
systems of financial - and risk management and internal control. 

1.3.2.2 Management, Other Personnel, Chief Risk Officer, Risk Champions 

The extension of general responsibilities in terms of Section 78 of the MFMA to all Senior 
Managers and other officials of municipalities implies that responsibility for risk 
management vests at all levels of management and that it is not limited to only the 
Accounting Officer and Internal Audit. 

1.3.2.3 Internal Auditors 

Section 165 (2) (a), (b)(iv) of the MFMA requires that the Internal Audit unit of a 
municipality or municipal entity must: 

• prepare a risk based audit plan and an internal audit program for each financial year; 
and 

• advise the Accounting Officer and report to the Audit Committee on the 
implementation on the internal audit plan and matters relating to risk and risk 
management. 

Section 2110 – Risk Management of the International Standards for the Professional 
Practice of Internal Auditing states the Internal Audit activity (IAA) should assist the 
organisation by identifying and evaluating significant exposures to risk and contributing to 
the improvements of risk management and control systems. 

2110. A1 – The IAA should monitor and evaluate the effectiveness of the organisation’s 
risk management system. 

2110. A2 – The IAA should evaluate risk exposures relating to the organisation’s 
governance, operations, and information systems regarding the following: 

• Reliability an integrity of financial and operational information; 

• Effectiveness and efficiency of operations; 

• Safeguarding of assets; and 

• Compliance with laws, regulations, and contracts. 

1.3.2.4 Audit Committee  

Section 166 (2) of the MFMA states that an Audit Committee is an independent advisory 
body which must advise the Municipal Council, the Political office-bearers, the Accounting 
Officer and the management staff of the municipality, or the board of directors, the 
accounting officer and management staff of the municipal entity, on matters relating to 
risk management. 
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1.4 OTHER GUIDANCE 

1.4.1 CORPORATE GOVERNANCE GUIDELINES  

Institutions are encouraged to adhere to the principles espoused in the King II Report on 
Corporate Governance (King II) given its promotion of an advanced level of institutional 
conduct.  King II discusses the following risk management principles, which could be of 
value to the institution:  

• Introduction and definition of risk management; 

• Responsibility for risk management; 

• Assimilating risk to the control environment; and 

• Application of risk management. 

1.4.2 BATHO PELE  

Similarly, the principles of Batho Pele clearly articulate the need for prudent risk 
management to underpin government objectives.  Batho Pele strives to instil a culture of 
accountability and caring by public servants.  Further objectives of Batho Pele include 
supporting the government’s governance responsibilities, improving results through more 
informed decision-making, strengthening accountability and enhancing stewardship and 
transparency, all of which resonate well with the principles of risk management. 

2 RISK MANAGEMENT PRINCIPALS 

2.1 WHAT IS RISK? 

A risk is any threat or event that is currently occurring, or that has a reasonable chance of 
occurring in the future, which could undermine the institution’s pursuit of its goals and 
objectives. 

Risks manifest as negative impacts on goals and objectives or as missed opportunities to 
enhance institutional performance.  Stakeholders expect Municipalities to anticipate and 
manage risks in order to eliminate waste and inefficiency, reduce shocks and crises and to 
continuously improve capacity for delivering on their institutionalised mandates. Risk is 
therefore an event, potential or real, that could have an impact on the institution achieving 
its objectives.  It is also apparent that risk is measured in terms of impact and likelihood. 

2.2 RISK MANAGEMENT 

Risk management forms part of management’s core responsibilities and is an integral part 
of the internal processes of an institution.  It is a systematic process to identify, evaluate 
and address risks on a continuous basis before such risks can impact negatively on the 
institution’s service delivery capacity. 

When properly executed risk management provides reasonable, but not absolute 
assurance, that the institution will be successful in achieving its goals and objectives. 

2.3 ENTERPRISE RISK MANAGEMENT (ERM) 

Enterprise risk management (ERM) is the application of risk management throughout the 
institution rather than only in selected business areas or disciplines.  ERM recognises that 
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risks (including opportunities) are dynamic, often highly interdependent and ought not to 
be considered and managed in isolation.  ERM responds to this challenge by providing a 
methodology for managing institution-wide risks in a comprehensive and integrated way. 

2.4 ENTERPRISE RISK MANAGEMENT ARCHITECTURE 

2.4.1 ERM IMPLEMENTATION 

Any successful ERM implementation is reliant and dependent on an architecture that 
considers various interrelated and inter-dependent components.  The public sector 
framework adopts the following architecture, consisting of: 

• Process framework; 

• Drivers; 

• Enablers; 

• Human resource capacity consisting of: 

− Implementers; 

− Support specialists; and 

− Assurance providers. 

• Tools and technology; 

• Oversight Framework. 

2.4.2 ERM ARCHITECTURE DEPICTED GRAPHICALLY 
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2.4.3 ERM PROCESS FRAMEWORK 

2.4.3.1 Internal environment 

Establishing a proper environment in which ERM can function. 

2.4.3.2 Objective setting 

Establishing objectives aligned to the institution’s mission, which become the reference 
point for identifying and assessing risks and determining risk appetite and risk tolerance. 

2.4.3.3 Risk identification 

The process concerned with identifying events that produce risks that threaten the 
achievement of objectives. 

2.4.3.4 Risk assessment 

The process concerned with determining the magnitude of risk exposure by assessing the 
likelihood of the risk materialising and the impact that it would have on the achievement of 
objectives. 

2.4.3.5 Risk response 

The process concerned with determining how the institution will mitigate the risks it is 
confronted with, through consideration of alternatives such as risk avoidance, reduction, 
risk sharing or acceptance. 

2.4.3.6 Control activities 

Establishing of policies and appropriate procedures such as approvals, authorisations, 
segregation of duties, reconciliations and physical safeguards is to ensure that the 
chosen risk responses are implemented. 

2.4.3.7 Information and communication 

The process of identifying, capturing and communicating information is to enable officials 
to carry out their responsibilities. 

2.4.3.8 Monitoring 

Assessing the presence and functioning of the various components over time. 

2.4.4 DRIVERS OF RISK MANAGEMENT 

Risk management benefits the institution by underpinning and bolstering institutional 
performance through:  

• More efficient, reliable and cost effective delivery of services 

• More reliable decisions; 

• Innovation; 

• Minimised waste and fraud; 

• Reduce surprises and crises by identifying risks upfront and implement controls 
timeously; 

• Better value for money through more efficient use of resources; and 

• Improved project and programme management, which provide better outputs and 
outcomes. 
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3 ENABLERS OF RISK MANAGEMENT  

3.1 RISK MANAGEMENT POLICY  

The Council and Accounting Officer commits Swartland Municipality to a process of risk 
management that is aligned to the principles of good corporate governance, as supported 
by the Municipal Finance Management Act (MFMA), Act no 56 of 2003. 

Risk management is recognised as an integral part of responsible management and the 
Municipality therefore adopts a comprehensive approach to the management of risk.  The 
features of the process are outlined in this document and all departments, operations and 
processes will be subject thereto.  It is the intention that all departments will work together 
in a consistent and integrated manner, with the overall objective of reducing risk, as far as 
reasonably practicable. 

Effective risk management is imperative to the Swartland Municipality to fulfill its 
mandate, the service delivery expectations of the public and the performance 
expectations within the Municipality. 

The realisation of our strategic plan depends on us being able to take calculated risks in a 
way that does not jeopardise the direct interests of stakeholders.  Sound management of 
risk will enable us to anticipate and respond to changes in our service delivery 
environment, as well as take informed decisions under conditions of uncertainty. 

We subscribe to the fundamental principles that all resources will be applied economically 
to ensure: 

• The highest standards of service delivery; 

• A management system containing the appropriate elements aimed at minimising risks 
and costs in the interest of all stakeholders; 

• Education and training of all our staff to ensure continuous improvement in 
knowledge, skills and capabilities which facilitate consistent conformance to the 
stakeholders expectations; and 

• Maintaining an environment that promotes the right attitude and sensitivity towards 
internal and external stakeholder satisfaction. 

An entity-wide approach to risk management has been adopted by Swartland 
Municipality, which means that every key risk in each part of the Municipality will be 
included in a structured and systematic process of risk management.  It is expected that 
the risk management processes will become embedded into the Municipality’s systems 
and processes, ensuring that our responses to risk remain current and dynamic.  All risk 
management efforts will be focused on supporting the Municipality’s objectives.  Equally, 
they must ensure compliance with relevant legislation, and fulfill the expectations of 
employees, communities and other stakeholders in terms of corporate governance. 

This risk policy statement shall be reviewed annually to reflect the current stance on risk 
management. 
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3.2 RISK MANAGEMENT STRATEGY  

The risk management strategy is based on the following five main elements: 

• Structural configuration 

This element describes how the institution will be structured in terms of committees 
and reporting lines to give effect to the risk management policy; 

• Accountability, roles and responsibilities 

This element describes the authority and delegation of responsibilities to give effect to 
the risk management policy.  (Refer to individual guidelines, included in this 
framework, for the specific roles and responsibilities of each role player); 

• Risk management activities 

This element includes the risk assessment processes and methodologies, monitoring 
activities and risk reporting standards to give effect to the risk management policy; 

• Monitoring of the achievement of the risk management strategy 

This element includes assessment of whether or not key milestones are achieved.  
More importantly it is also monitoring whether the risk management strategy is 
producing the sustainable outcomes as originally envisaged; 

• Assurance activities 

This element considers all assurance providers available to the institution and 
integration of their scope of responsibility. 

3.2.1 STRUCTURAL CONFIGURATION  

Management is responsible for ensuring effective risk management in the organisation. 
The approach followed provides a mechanism of formalising the responsibility and 
establishing accountability for management activities.  This is achieved through the 
establishment of an Audit Committee.  Their efforts are to identify further actions that may 
be needed to reduce risk to an acceptable level, and to also identify where the control 
effectiveness assessments were not correct, that updates are performed accordingly. 

The budget and manpower plan of Swartland does not allow for a full-time risk 
management department or the appointment of a full-time Chief Risk Officer (CRO).  Due 
to the Internal Auditor not having a decision making authority or responsibility for the 
implementation of controls, the role of the CRO is assigned to the Internal Audit 
Activity(IAA).  

3.2.2 ACCOUNTABILITY, ROLES AND RESPONSIBILITIES  

ERM is affected by various people, sometimes as members of committees, who perform 
distinctive roles and undertake specific responsibilities.  The fact that all people involved in 
the ERM process must be competent, willing and have the necessary capacity to perform 
such roles cannot be overemphasised as the vast majority of ERM failures can be 
attributed to the failure of people rather than the failure of modality. 

The challenge for Swartland is to set up appropriate internal structures and delegate roles 
and responsibilities in such a way that the individual contributions of all role players in 
terms of risk management can converge in a systematic and coordinated manner.  The 
organisational structure must facilitate efficient reporting relationships and flow of 
information between these parties. 
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ERM is most effective when performance expectations are clearly defined, communicated 
and integrated into performance agreements, and the responsible persons perform to 
these expectations.  The people responsible for ERM can be categorised into three 
distinct categories, namely implementers, support and oversight. 

IMPLEMENTERS 

3.2.2.1 ACCOUNTING OFFICER  

The Accounting Officer is the ultimate Chief Risk Officer of the Municipality and is 
accountable for the institution’s risk management in terms of legislation. 

The Municipal Manager must therefore ensure that the responsibility for risk management 
vests at all levels of management and that a risk assessment is conducted regularly to 
identify emerging risks. 

High level responsibilities of the Accounting Officer with regards to risk management 
include the following: 

• Setting the tone at the top by supporting ERM and allocating resources towards the 
implementation thereof; 

• Establishing the necessary structures and reporting lines within the institution to 
support ERM; 

• Approving the risk management strategy, risk management policy, risk management 
implementation plan and fraud risk management policy; 

• Approving the Municipality’s risk appetite and risk tolerance; 

• Influencing an institutional “risk awareness” culture; 

• Holding management and officials accountable for adherence to the approved code of 
conduct for Swartland; 

• Place the key risks at the forefront of the management agenda and devote personal 
attention to overseeing their effective management; 

• Hold management accountable for designing, implementing, monitoring and 
integrating risk management principles into their day-to-day activities;  

• Holding the structures responsible for risk management activities accountable for 
adequate performance; 

• Ensuring that a conducive control environment exists to ensure that identified risks are 
proactively managed; 

• Leverage the Audit Committee, Internal Audit and other appropriate structures for 
assurance on the effectiveness of risk management; 

• Provide all relevant stakeholders with the necessary assurance that key risks are 
properly identified, assessed, mitigated and monitored; 

• Consider and act on recommendations from the Audit Committee, Internal Audit and 
other appropriate structures for improving the overall state of risk management; 

• Provide appropriate leadership and guidance to senior management and structures 
responsible for various aspects of risk management; and 

• Accountable to the Executive Authority regarding the effectiveness of the risk 
management process. 
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3.2.2.2 MANAGEMENT 

Management owns the risks, thus taking ownership for management of institutional risks 
and is accountable to the Municipal Manager as the Accounting Officer for designing, 
implementing and monitoring risk management, and integrating it into the day-to-day 
activities of the Municipality.  This needs to be done in such a manner as to ensure that 
risk management becomes a valuable strategic management tool for underpinning the 
efficacy of service delivery and value for money. 

In discharging their high level responsibilities relating to risk management, Management 
must: 

• Acknowledge the “ownership” of risks within their functional areas and all 
responsibilities associated with managing such risks; 

• Setting up of the risk management structure and risk management reporting lines 
within the institution in conjunction with the Accounting Officer; 

• Cascade risk management into their functional responsibilities; 

• Empower officials to perform adequately in terms of risk management responsibilities 
through proper communication of responsibilities, comprehensive orientation and 
ongoing opportunities for skills development; 

• Hold officials accountable for their specific risk management responsibilities; 

• Maintain the functional risk profile within the institution’s risk tolerance and appetite; 

• Provide reports on the functional risk management consistent with the institution’s 
reporting protocols (including appearing before committees); 

• Align the functional and institutional risk management methodologies and processes; 

• Implement the directives of the Accounting Officer concerning risk management; 

• Maintain a harmonious working relationship with the Internal Audit Activity functioning 
as the CRO as well as the Risk Champions and supports them in the matters 
concerning the risk management functions; 

• Keeps key functional risks at the forefront of the management agenda and devote 
personal attention in overseeing the management of these risks. 

3.2.2.3 OTHER PERSONNEL 

Other Personnel are accountable to line management to integrate the principles of risk 
management into their daily routines to enhance the achievement of their functional 
objectives. 

High level responsibilities include: 

• Familiarity with the overall enterprise risk management vision, risk management 
strategy, fraud risk management policy and risk management policy; 

• Acting in terms of the spirit and letter of the above 

• Acting within the risk appetite and tolerance levels set by the business unit; 

• Adhering to the code of conduct for the institution; 

• Maintaining the functioning of the control environment, information and 
communication as well as the monitoring systems within their delegated responsibility;  

• Providing information and cooperation with other role players; 

• Participation in risk identification and risk assessment within their business unit; 

• Implementation of risk responses to address the identified risks. 
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SUPPORT 

3.2.2.4 CHIEF RISK OFFICER (CRO) 

The CRO provides specialist expertise in providing a comprehensive support service to 
ensure systematic, uniform and effective enterprise risk management.  The CRO plays a 
vital communication link between operational level management, senior management, risk 
management committee and other relevant committees.  The CRO is thus the custodian 
of the ERM framework, the co-ordinator of the risk management throughout the institution 
and the institutional advisor on all risk management matters. 

High level responsibilities to achieve this include: 

• Working with senior management to develop the overall enterprise risk management 
vision, risk management strategy, risk management policy, as well as risk appetite 
and tolerance levels for approval by the Accounting Authority / Officer; 

• Communicating the risk management policy, risk management strategy and risk 
management implementation plan to all stakeholders in the institution; 

• Continuously driving the risk management process towards best practice; 

• Developing a common risk assessment methodology that is aligned with the 
institution’s objectives at strategic, tactical and operational levels for approval by the 
Accounting Authority / Officer. 

• Coordinating risk assessments within the institution/ department /division /business 
unit on a regular basis. 

• Sensitising management timeously of the need to perform risk assessments for all 
major changes, capital expenditure, projects, institutional restructuring and similar 
events, and assist to ensure that the attendant processes, particularly reporting, are 
completed efficiently and timeously. 

• Assisting management in developing and implementing risk responses for each 
identified material risk; 

• Participating in the development of the combined assurance plan for the institution, 
together with management; 

• Ensuring effective information systems exist to facilitate overall risk management 
improvement within the institution; 

• Continuously transferring risk management principles and practices, through training 
interventions, to all stakeholders within the institution; 

• Advising management in the development of financing structures; 

• Performing a PEST(EL) analysis to identify emerging risks facing the institution for 
further action and intervention; 

• Collating and consolidating the results of the various assessments within the 
institution; 

• Analysing the results of the assessment process to identify trends, within the risk and 
control profile, and develop the necessary high level control interventions to manage 
these trends; 

• Compiling the necessary reports to the Risk Management Committee; and 

• Providing input into the development and subsequent review of the fraud prevention 
strategy, business continuity plans, occupational health, safety and environmental 
policies and practices and disaster management plans. 
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3.2.2.5 RISK CHAMPIONS 

A Risk Champion is usually an existing member of the management corps within the 
institution and support the risk management process in specific allocated areas or 
functions. 

A Risk Champion has sufficient authority to drive ERM as required by the institution’s risk 
management policy and strategy.  A key part of the Risk Champion’s responsibility 
involves escalating instances where the risk management efforts are stifled, such as when 
individuals try to block ERM initiatives. 

The Risk Champion also adds value to the risk management process by providing 
guidance and support to manage “problematic” risks and risks of a transversal nature. 

In order to be an effective and efficient risk champion, he / she must: 

• Have a good understanding of risk concepts, principles and processes; 

• Have good analytical skills to assist with the analysis of root causes to risk problems; 

• Leadership and motivational qualities; and 

• Have good communication skills. 

OVERSIGHT 

3.2.2.6 EXECUTIVE AUTHORITY 

The Executive Authority is accountable to the legislature\ parliament in terms of the 
achievement of the goals and objectives of the institution.  As risk management is an 
important tool to support the achievement of this goal, it is important that the Council of 
Swartland provides leadership to governance and obtains comfort that properly 
established and functioning systems of risk management are in place to protect the 
institution.  

High level responsibilities of the Executive Authority in risk management include: 

• Providing oversight and direction to the Accounting Officer on the risk management 
related strategy and policies; 

• Having knowledge of the extent to which the Accounting Officer and management has 
established effective risk management in their respective institutions; 

• Awareness of and concurring with the institution’s risk appetite and tolerance levels; 

• Reviewing the institution’s portfolio view of risks and considers it against the 
institution’s risk tolerance; 

• Influencing how strategy and objectives are established, institutional activities are 
structured, and risks are identified, assessed and acted upon; 

• Requiring that management have an established set of values by which every 
employee abide by; 

• Insist on the achievement of objectives, effective performance management and value 
for money. 
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In addition the Executive Authority ensures the quality of the following aspects which 
could affect the Municipality’s risk culture: 

• The design and functioning of control activities, information and communication 
systems, and monitoring activities; 

• The quality and frequency of reporting; 

• The way the Municipality is managed including the type of risks accepted; 

• The appropriateness of reporting lines; and  

• The Council assigns responsibility/ authority and insist on accountability. 

3.2.2.7 INTERNAL AUDIT 

Internal Audit is accountable to the Accounting Authority / Officer and responsible for 
providing independent assurance on the effectiveness of risk management in the 
institution.  This involves providing assurance that all material risks have been identified 
and assessed and that control systems implemented to treat such risks are both 
adequate and effective.  Internal Audit may also play an advisory and consulting role to 
Management regarding risk management matters. 

Responsibilities of Internal Audit in risk management include: 

• Reviewing the risk philosophy of the institution.  This includes the risk management 
policy, risk management strategy, fraud prevention plan, risk management reporting 
lines, the values that have been developed for the institution; 

• Reviewing the appropriateness of the risk tolerance levels set by the institution taking 
into consideration the risk profile of the institution; 

• Providing assurance over the design and functioning of the control environment, 
information and communication systems and the monitoring systems; 

• Providing assurance over the institution’s risk identification and assessment 
processes; 

• Utilising the results of the risk assessment to develop long term and current year 
internal audit plans; 

• Providing independent assurance as to whether the risk management strategy, risk 
management implementation plan and fraud prevention plan have been effectively 
implemented within the institution; and 

• Providing independent assurance over the adequacy of the control environment.  This 
includes providing assurance over the effectiveness of the internal controls 
implemented to mitigate the identified risks. 

3.2.2.8 COMBINED RISK MANAGEMENT AND AUDIT COMMITTEE 

The role of the Risk Management and Audit Committee is to formulate, promote and 
review the institution’s ERM objectives, strategy and policy and monitor the process at 
strategic, management and operational levels.  The Committee is responsible for 
oversight of the quality, integrity and reliability of the institution’s risk management 
processes and risk responses.  An important part of the Committee’s mandate is to 
provide recommendations to the Accounting Authority / Officer to continuously improve 
the management of specific risks as well as the overall process of risk management.  
These responsibilities are included in the mandate of the Swartland Municipality Audit 
Committee, thus separate committees will not be functional.  
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In discharging its oversight responsibilities relating to risk management, the Audit 
Committee has the following high level responsibilities: 

• Reviews the risk management policy and strategy and recommend for approval by the 
Accounting Officer; 

• Reviews the risk appetite and tolerance and recommend for approval by the 
Accounting Officer; 

• Reviews the institution’s risk identification and assessment methodologies to obtain 
reasonable assurance of the completeness and accuracy of the risk register; 

• Reviews the completeness of the risk assessment process implemented by 
management to ensure that all possible categories of risks, both internal and external 
to the institution, have been identified during the risk assessment process.  This 
includes an awareness of emerging risks pertaining to the institution. 

• Reviews the risk profile and management action plans to address the risks; 

• Reviews the adequacy of adapted risk responses; 

• The audit committee must monitor the progress made with the management action 
plan; 

• Reviews the progress made with regards to the implementation of the risk 
management strategy of the institution; 

• Evaluates the effectiveness of mitigating strategies to address the material risks of the 
Institution; 

• Reviews and recommends any risk disclosures in the annual financial statements; 

• Provides regular feedback to the Accounting Authority / Officer on the effectiveness of 
the risk management process implemented  as well as any material changes to the 
risk profile by the institution; 

• Reviews the effectiveness of the policy and process implemented by Management in 
respect of fraud prevention and ensure that all fraud related incidents have been 
followed up appropriately; 

• Reviews and ensures that the internal audit plans are aligned to the risk profile of the 
institution; 

• Reviews any material findings and recommendations by assurance providers on the 
system of risk management and monitor that appropriate action is instituted to 
address the identified weaknesses; 

• Develop goals, objectives and key performance indicators as part of the Committee’s 
mandate for approval by the Accounting Officer; 

• Ensure goals, objectives and key performance indicators are set for Management as 
part of the Performance Management System to measure the effectiveness of the risk 
management activity; 

• Set out the nature, role, responsibility and authority of the risk management function 
within the Institution for approval by the Accounting Officer, and oversee the 
performance of the risk management function; and 

• Provide proper and timely reports to the Accounting Officer on the state of risk 
management, together with aspects requiring improvement accompanied by the 
Committee’s recommendations to address such issues. 
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3.2.2.9 AUDITOR-GENERAL 

The Auditor-General is required to highlight weaknesses or deficiencies in the 
performance reporting of the institution.  In providing an opinion on compliance with 
legislation the Auditor-General will provide independent assurance on the effectiveness of 
the risk management activities of the institution. 

3.2.2.10 PARLIAMENTARY OVERSIGHT STRUCTURES 

Parliamentary Oversight Structures are responsible for overseeing the complete spectrum 
of governance within an institution.  This responsibility would therefore also include an 
interest in the effectiveness of the process of risk management within the institution. 

4 DEVELOPING A RISK MANAGEMENT IMPLEMENTATION PLAN 

Documenting the risk management implementation plan also overcomes problems with 
changes in personnel and is a good way of creating risk awareness and promoting a 
culture of risk management. 

The following steps need to be taken when developing the risk management 
implementation plan: 

• Determine the risk management activities to be performed taking into account the risk 
profile and related costs versus the benefits ; 

• Resourcing requirements - This element describes the capacity and competence of 
personnel and the strategy to address capacity gaps.  It also addresses the 
technology and funding requirements to give effect to the risk management strategy; 

• Determine the sequence of activities and the target implementation dates. The 
competition for management attention and resources requires that the sequence of 
activities should be founded on the principles of urgency, quick wins and sustainability 
of implemented risk mitigation strategies; 

• Assign ownership for and communicate risk management activities; and 

• Agree on frequency and format of reporting. Consensus should be obtained regarding 
the frequency, content and responsibility for reporting. 

5 EVALUATION OF ENTERPRISE RISK MANAGEMENT  

Evaluation of the effectiveness of the ERM is vital to ensure that benefits of implementing 
ERM are realised.  Often ERM initiatives fail to add value because of the absence of pre-
determined goals and targets and/or the lack of appropriate monitoring.  

The value of risk management is evaluated by measuring performance against preset 
goals, objectives and key performance indicators which are aligned to the overall goals 
and objectives of the institution. This is done by means of the Performance Management 
system. 

Risk management, like any business activity should be continuously improved. This 
means that the institution must always strive to move from its current level of risk maturity 
to a more mature level of risk maturity. This maturity can include improvements in risk 
governance, risk identification, risk assessment, risk monitoring and risk optimisation. 


